FVSKman RISKMAN REFERENCE GUIDE TO USER MANAGEMENT (Non-Network Logins)

Introduction

This reference guide is aimed at managers who will be
responsible for managing users within RiskMan where
RiskMan is not configured to use network logins. This guide
is used in conjunction with the respective RiskMan User
Permissions Descriptions Guides which can be accessed
from the Help -> Reference Guides

Note: Some of the naming conventions used in this document may
not be the same as the ones in your RiskMan system; however the
concepts will still apply

How do | access the User Profiles to create,

modify or delete a user?

To create a new user you will need to navigate to the
Administration -> User Permissions -> User Profiles page

® | O| My workspaca | Management | administration | Reports | Help | Log out usER: svmmr«mw:unmmj

[ Generai Y incaent Y Quaity ety J Risk { Fesatick
User Profiles (General)

User Registry. o var

Rk Suluct Usae' List Wow_|
= ) Only Show Expired Usars:
= (1 Only Show Deleted Users:
include Galsted txpired Uners m Saarch:
= @ Exclule Delutad/Expirad Usars from saarch:

The User Profiles page is made up of tabbed sections. Each
tabbed section represents the Registers that you have
available in your RiskMan e.g. Incidents, Feedback, Risk,
Quality Activity; with an additional non-register specific tab
called General. Depending on your permissions you may
see all tabs or just some of these tabs

The General User Profile is used to assign User permissions
and Restriction Details that are common across all Registers
as well as the Administrative Permissions

The information under each of the tabs allows you to,
create or modify a user and also to activate/de-activate a
user for a particular register. Users that no longer work for
your organisation are deleted under the General tab only.
Below are the definitions of the sections that are included
under the Register tabs:

o Filter fields - Used to search for an active, deleted or
expired user or users who have no permission under
the specific Register User Profile e.g. Risk

e Login Details - Used to enter the details of a new user
or modify the details of an existing user

e Current/Pending Delegation - Used to create a
delegation on behalf of another user (this section will
only display if the user has the appropriate permission)

e Restriction Details - Used to restrict users’ entry/
update or reporting of notifications/items/activities
based on common fields throughout RiskMan e.g.
Site/Region & Campus/Location restrictions

e Specific Restrictions (not available under the General
and Feedback tabs) - Used to restrict users’
entry/update or reporting of
notifications/items/activities for a specific Register

Note: The Feedback User Profiles will have a Restriction
Details section which will contain a combination of common
and Feedback specific restrictions

e Field Settings (not available under the General tab) -
Specify the status of a field e.g. Hide, Entry Required,
Read Only, Optional Entry on a specific Register. Field
Settings are usually dictated by the user’s assigned
template

e User Permissions - Specify a user’s permissions that
are either common across all registers e.g.
administrative permissions (this is done under the
General tab) or specific to a Register. User Permissions
are usually dictated by the user’s assigned template

Clients who have a User Licence

If your organisation has a User Licence rather than a Site
Licence you will be limited to the number of users that you
can create in RiskMan.

If the number of users is close to the maximum or you have
reached the maximum, the following message will appear
at the top of your User profiles page.

* \ Q| My Workspace | Management | Administration | Reports | Help | Log Out luser: Corinne Kelly (Corinne Kelly)

WARNING: This RiskMan system is currently licenced for a mazimum of 23 users, there are currently 22 active
users on this system.

To increase the number of available user profiles please contact RiskMan International to obtain an updated
licence key.

Quaity Actvity Feedback
User Profiles (Incidents)

lsstect User: ~ [_userregistry

22 Users found.

If you have reached the maximum number of users you will
be able to delete and modify existing user but will not be
able to create a new user. You will have the option to
purchase more licences by contacting RiskMan
International Pty Ltd, or delete users that are currently not
using RiskMan
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How do | create a New User?

Users can be setup under any of the tabbed sections of the
User Profile. However when you do create a user,
depending on your RiskMan setup, a user may only be
activated for specific Registers e.g. Incident & Feedback,
but not activated under the Risk or Quality Activity
Registers. All users will be activated under the General tab

Note: At this stage, users will always be activated under the
Feedback Register until this Register is merged into the new
format

Note: If you want to restrict the Registers that a user is
automatically activated for, please contact RiskMan Support -
support@riskman.net.au

In this guide, it will be assumed

e Auser is always activated under the Incident &
Feedback Registers but not under the Risk & Quality
Activity Registers

e The person creating, modifying or deleting a user has
access to all the Register and General User Profiles

Creating a User

If you do not have permission to all the Register & General
User Profiles, a user can be created under one of the
Register tabs or the General tab.

Where a user is automatically activated e.g. under the
Incident, Feedback & General tabs, they will be assigned
the “Default” template. This will give the user the minimum
access to RiskMan

If you wish the user to be assigned a different template
then you will need to move between the Registers &
General tab to assign the appropriate template

If your role is to provide Administrative support to RiskMan
then we suggest that you have permission to all the
Register and General User Profiles

General tab
The General User Profiles only contains the
e User permissions that are common across all Registers

e  The Restriction Details that are common across all
Registers

e The Administrative Permissions

1. Under the General tab press the New User ©® button

@ Quality Activity Feedback

User Profiles (General) @ 0

User Regictry Save User New User

[ Rebuild Select User’ List Now |
~ | Only show Expired Users:
= Ovly Show Deleted Users:
Tnclude Deleted/Expired Users in Search:
~  Exclude Duleted/Expired Users from search:

P etrcions e sres b ey slecteaame. B

Facility Restriction: Location Restriction:

o = PP e PR e—————

2. Enter the user’s details in the Login Details ® section

e Username: Suggest using the same naming
conventions as your network logins

e Password: Your Administrator has the ability to set
the complexity and expiration of passwords used
for RiskMan Standard accounts if desired. The
settings can be modified via Configuration > Global
Settings > Users > Password Management. Please
refer to the Global Settings Descriptions
Document for a detailed explanation for
configuring password complexity rules. Below is
some additional information about RiskMan
passwords:

o You can opt for passwords never to expire
in a User Profile. This will override any
password expiration setting you have
enabled in the Global Settings:

User Display Name: |S',.'5tern Manager |

User Name: Manager

Password: \l"“'" |
Last Changed: 28 Feb 2014 12:06

Password Never Expires I:‘
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o Passwords are case sensitive

o Password recovery is not possible; if a
user has forgotten their password it will
need to be reset

o You can force users to change their
password when they log in for the first

time:
User Display Name: |Laur\en
User Name: Lauren

Do you want to change Password: [ | | aat Changed:

Password Never Expires: [+

Force Change Password: [+

When this box is checked, the next time the user
logs in to the system, they will be required to
create a new password for their account before
they can continue. This change is not controlled
by any settings and will be applied automatically.

o Users can change their password if they
want. However, if a user wants to
change their password they cannot use
any of their last 12 passwords. This
change is not controlled by any settings
and will be applied automatically.

o ltis possible to add to the ability to
prevent users from changing their
password too frequently. When
enabled, users will only be able to
change their passwords once a day. This
prevents users, when forced to change
their password, from imediately
changing it back. This is controlled by
Global Settings (See Global Settings
guide).

o Itis possible to lock out users who enter
the wrong username and password
combination successive times. The
number of times they can enter the
wrong combination before lock-out is
defined in Global Settings (See Global
Settings guide).

e Email Address: It is advisable that all managers
have an email address registered with their User
Profile so they can receive email notifications from
RiskMan

e This user’s RiskMan User Type is ©: Select the
template the user will be assigned to. This is used

as a reference when templates are updated and
changes are applied to all users on that template

e Reset fields to this type ©: Select the template
the user will be assigned to (this will be the same
as the template selected under the This user’s
RiskMan User Type is field). The User permissions
for that template will be updated

Note: All restrictions under the Restriction Details
section will either need to be manually selected for that
user, or will need to be applied through the “Apply
Template Changes” option which will affect all users on
that template - refer to the RiskMan User Templates
Guide

e Start Page O: A default start page (the page the
user will be presented with when they first logon to
RiskMan) may display depending on the assigned
template. This can be changed if required

If required, select the user’s overall Restriction Details
© i.e. the restrictions that are common across all
Registers. Once selected, they will be applied across all
Registers

e Entry/Update Restrictions: If the user can only
enter or update Register specific notifications/
items/activities based on Sites and/or Locations,
select accordingly. To select more than one item in
a list hold your CTRL button and click on the list
items

To view the Location restrictions

o Click on the Filter List button @ under the
Location Restriction box

o Inthe pop-up window, select the Site ®
and press the Filter list ® button

o The list of Locations will populate into the
Restriction Details @ section

o Highlight as required (Hold CTRL key if you
wish to select more than one Location)

Restriction Details (Al restrictions in this section are shared between all modules.)

No Restrictions in this area have any salacted items.

Entry/Update Restrictions
Facility Restriction: Location Restriction:

(1]

Filter List

ettt bl A e A S i et o 0

-
# | Search for a Location -- Webpage Dia\og‘ l&]
R

Location Filter:

Facility Filter:  Acaciz Privats -0

Filter List | €
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Restriction Details (All restrictions in this section are shared between all modules. ) l
INo Restrictions in this area have any selected items.
[Entry/Update Restrictions
Facility Restriction: Location Restriction:
ACL .
acz -
AC3 e
ACAS
ACG i
i = -

e Reporting Restrictions: If the user has access to
running Register specific Reports, you can restrict
their access to what they can view in the report
based on any of the displayed fields.

To view the Location restrictions follow the steps
described above under the Entry/Update
restrictions

Note: Additional Entry/Update and Reporting
Restrictions can be added under the Specific Restrictions
section under each of the Register User Profiles. The
Specific Restrictions section is not available under the
General tab

4. To save the user, press Save User @

Assign a Register Specific Template for the New User

Once the user has been created under the General tab, you
will need to move between each of the other Registers to
ensure the user has the correct permissions to the other
Registers, where applicable.

The following pages describe setting up the new user under
all the Registers that the user will have permission to
access.

Note: Because RiskMan is configured according to the
requirements of each client, the following scenario may not
directly apply to you. It is likely that you will have fewer or more
Registers than what is depicted in this User Guide.

Incident tab

1. Click on the Incident tab @ and the newly created user
will be displayed (we have assumed the user is
automatically active under this Register)

(1)
[ General | Incident ] Quality

Activity

User Profiles (Incident)
e —

this registers| Rebuild Select User’ List Now |

Include users with no Permissions in Search:
v 8 Only show active usars in searcht

Q. chions i thix xection are shared bebween all modules ]

| e—yr————T— =

Show ony "alertad” tncideat tama i tnbosx, @
Incilant Tevoved Restriction

[zeportng mestncrans

Shom ony “Nlrted” Incfent tame i Reports, '@

2. Assign the appropriate Incident Template in the Login

Details section

e This user’s RiskMan User Type is ®: Select the
Incident template the user will be assigned to. This
is used as a reference when templates are updated
and changes are applied to all users on that
template

e Reset fields to this type @: Select the same
Incident template the user will be assigned to. The
Incident fields, User permissions, Field Settings
and any “Restrict to these Reports” and/or
“Restrict to these Journal Types” restrictions for
that template will be updated

Note: All other template specific restrictions will either
need to be manually selected for that user, or will need
to be applied through the “Apply Template Changes”
option which will affect all users on that template - refer
to the RiskMan User Templates Guide

e Start Page ©: If this was selected under the
General tab it will also display here. If not, you can
select a start page from this list.
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3.

Restriction Details @: If the user does not have any
Restriction Details then this section will be collapsed.

e To expose the Restriction Details section click on

the icon.

| ST ———T—

e If the user has restrictions this section will be
exposed. If you make any changes to these
restrictions they will affect all Registers the user is
active under (as these are the common
restrictions)

[Frtrel Update Restrctons
Facilty Restriction:

Location Rastriction

Filter st |

Specialty Restriction: Service Restriction:

Specific Restrictions ©: This section will display the
Register specific restrictions

e Highlight the Entry/Update, Reporting and/or
Journal Type Restrictions as required

e Show Only “Alerted” Incidents in Inbox: This
option should only be checked if the user has
access to the Incident Inbox (e.g. Risk/Quality
Managers) and should only see incidents they have
been alerted to

e  Show Only “Alerted” Incidents in Reports: This
option should only be checked if the user has
access to the Incident Reports (e.g. Risk/Quality
Managers, Executives, Line Managers) and can
only report on incidents they have been alerted to

e If you restrict the list of reports the user WILL NOT
have access to the Incident Custom Report Builder
on the Incident Reports page to create, modify or
delete Custom Report Layouts

To save the user, press Save User @

Feedback Tab

1. Click on the Feedback tab @ and the newly created
user will be displayed

(1]
Quality Activity Feedback

&)

User Profiles {(Feedback) 0

prer e | pr—— Wew e ][ einim e

St ooy “Alertad” Foadback itenss in Inbex. ()

Facibty Restriction:

Location Restrictions

Sk iy "Alertad” Fumdbach e i Ruperis. ()

Facitty Restrction:

Location Restrictions
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2. Assign the appropriate Feedback Template in the Login
Details section @ (refer to the description under the
Incident Tab)

3. Restriction Details ©: In this version, there is no
Specific Restrictions section. The Site & Location
Entry/Update or Reporting restrictions will be carried
across from all other Registers. In addition, on the
Feedback User Profile, the following restrictions can be
included

e Show Only “Alerted” Feedback in Inbox: This
option should only be checked if the user has
access to the Feedback Inbox (e.g. Risk/Quality
Manager, Consumer Advocate) and should only
see feedback they have been alerted to

e Show Only “Alerted” Feedback in Reports: This
option should only be checked if the user has
access to the Feedback Reports (e.g. Consumer
Advocate, Risk/Quality Manager, Executives,
Managers) and can only report on feedback they
have been alerted to

4. To save the user, press Save User @

Risk Tab

In our scenario, users are not automatically activated under
the Risk Tab.

1. Click on the Risk tab @

2. A message will display at the top of the page specifying
that the user you have created does not have a record
in the Risk Register User profile i.e. they are not
activated under this Register @

3. If you would like this user to be an active Risk Register
user, press the Save User © button

0
Quality Activity m Feedback

User Profiles (Risk)

This user does not have a record in this Register. Save this page to create one. e
‘Default’ configuration loaded, edit as required.

e 5 [Cussrtngatry ] [ sovavwer @) wewveer Deintn Unar

Dy Shew Usars with mo parmissions in this registers  Rebudd ‘Seluct Usar' List Now

Includs users with na Parmissians in Search:

~ 8 Oaly show active users in search:

e Sl M A s A e s A I o, A i

4. Assign the appropriate Risk Template in the Login
Details section @ (refer to the description under the
Incident Tab)

Quality Activity m Feedback

User Profiles (Risk)

Updates to user Trainer have been sﬂed.
Select Usert inna Hayden (Trainer) - [ useregistry || saveuser Mewuser | Deleteuser |
6 users found.

User Name Filter: | Rebuild ‘Select user’ Uist now |

RiskMan User Type Filtar:

[prafile Duration: Expires Gn
9 Mever Expires

[[£dit Detegation
o+ Deleasted Authariy Ts DabTesiad  DalsTafad
Tezates

Date Tostart Date To End |

| e——————— ]

PR Rewactas

Show oaly "Alerted” Risk items in Tnbox. &
Type O Rink Restriction:

Enterprise Risk

Ward Risk

Sthow only "Alerted" Risk tems in Reparts. '
Type OF Risk Rastriction:

Rastrict to thess Journsl Types:

S papryrvrryp PP R
- - M s O s M M 5 b e
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5.

Restriction Details ©: If the user does not have any
Restriction Details then this section will be collapsed

e To expose the Restriction Details section click on

¥

the icon.

e If the user has restrictions this section will be
exposed. If you make any changes to these
restrictions, they will affect all Registers the user is
active under (as these are the common
restrictions)

Specific Restrictions ®: This section will display the
Register specific restrictions

e Highlight the Entry/Update, Reporting and Journal
Type Restrictions as required

e  Show Only “Alerted” Risk Items in Inbox: This
option should only be checked if the user has the
following Management Permission: Can Review
Entries in Inbox (e.g. Risk/Quality Managers,
Executives) and should only see Risks they have
been alerted to

e Show Only “Alerted” Risk Items in Reports: This
option should only be checked if the user has
access to the Risk Reports (e.g. Risk/Quality
Managers, Executives, Managers) and can only
report on risks they have been alerted to

e If you restrict the list of reports, the user WILL
NOT have access to the Risk Register Custom
Report Builder on the Risk Reports page to create,
modify or delete Custom Report Layouts

7. To save the user, press Save User @

Quality Activity Tab

In our scenario, users are not automatically activated under
the Quality Activity Tab.

1. Click on the Quality Activity tab ©

2. A message will display at the top of the page specifying
that the user you have created does not have a record
in the Quality Activity User profile i.e. they are not
activated under this Register @

3. If you would like this user to be an active Quality
Activity user, press the Save User © button

User Profiles (Quality Activity)

This user does not have a record in this Register. Save this page to create one. e
'Default’ configuration loaded, edit as required.

Select Users 1 dan, anna (shardan) v User Ragastry ||

Oy Show Usars with no permissions in this registers | Rebuild ‘Select User’ List Now |

Sava tinas e Freyren Delote User

User Name Fiter:
RiskMan User Type Fiter:

trser Position filter:

User Created After Oates

Usar Has Drganisstion* Restriction:

@ inchude users with no Permissions in Search:

Dy sk et s I Searchi

R e, g N A B et AN g i, M i .

4. Assign the appropriate Quality Activity Template in the
Login Details section @ (refer to the description under
the Incident Tab)

............ Quatny Actuotynams i raports, &
ciity Trvabved Rastrictons
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5. Restriction Details ©: If the user does not have any
Restriction Details then this section will be collapsed.

e To expose the Restriction Details section click on

¥

the icon

e If the user has restrictions this section will be
exposed. If you make any changes to these
restrictions, they will affect all Registers the user is
active under (as these are the common
restrictions)

6. Specific Restrictions @: This section will display the
Register specific restrictions

e Highlight the Entry/Update, Reporting and Journal
Type Restrictions as required

e  Show Only “Alerted” Quality Activity Items in
Inbox: This option should only be checked if the
user the following Management Permission: Can
review entries in Inbox (e.g. Risk/Quality
Managers, Executives) and should only see
Activities they have been alerted to

e  Show Only “Alerted” Quality Activity Items in
Reports: This option should only be checked if the
user has access to the Quality Activity Reports (e.g.
Risk/Quality Managers, Executives, Managers) and
can only report on activities they have been
alerted to

e If you restrict the list of reports the user WILL NOT
have access to the Quality Activity Custom Report
Builder on the Quality Activities Reports page to
create, modify or delete Custom Report Layouts

7. To save the user, press Save User @

How do | modify an existing user?

To modify an existing user, ensure you are on the
Administration -> User Permissions -> User Profiles page

Modifications that can be done under any of the Register
tabs where the user is active

e  Modifying the user’s Login Details: All the details under
the Login Details section can be modified except for
the Username. If you wish to modify the Username you
will need to delete the User Profile and create a new
one

e  Creating or modifying a delegation for a user: This can
be done under any Register tab where the user is
active, provided you have the Administrative User
Permission: Can modify other users Delegates under
the General tab

e  Modifying the Entry/Update and Reporting Restrictions
under the Restriction Details section, as these are
common across all Registers

Modifications that need to be done under the specific
Register tab

e Changing the user’s assigned template in the Login
Details section

e Activating a user under a specific Register e.g. Risk or
Quiality Activity Registers

e  Modifying the Entry/Update and Reporting Restrictions
under the Specific Restrictions section as these are
specific to a Register

It is strongly recommended that User Permissions and Field

Settings are not modified under a specific User Profile, if
the user is assigned to one of your main Templates e.g.
Default, Manager, Executive, Risk Manager. This is because
if any of these templates are modified and an “Apply
Template Change” is done across RiskMan, the user’s field
settings and user permissions will be overwritten.

If the user is assigned a template where the users on this
template have special needs that are dictated by their User
Profile, then you can modify the user’s individual field
settings and user permissions. Ensure the template that
these users are assigned to is never modified

Searching for a User

® | ©] My workspace | Management | Administration | Reports | Help | Log Out USER: System Manager (Mansger)

" General Y incden: { Quaiity Actiity | Risk ] Feadback |
User Profiles (General)

User Registry Mew User

3

© @ Exclude Delatad ) Expired Usars from search:

Under any of the Register or General tabs, locate the user
1. Select the user from the Select User @ list or
2. Enter filter criteria in one of the filter fields @

e  Press “Rebuild ‘Select User’ List Now” ©

e Select the user from the Select User @ list
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Modifications: Template Changes & Specific
Restrictions

1. Click on the specific Register tab @ and locate the user

2.  Modify the Template changes in the Login Details ® as
required

¢ This user’s RiskMan User Type is: Select the
template the user will be assigned to for the
selected Register. This is used as a reference when
templates are updated and changes are applied to
all users on that template

e Reset fields to this type: Select the same template
as selected in the This user’s RiskMan User Type is
field. The User permissions, Field Settings and any
“Restrict to these Reports” and/or “Restrict to
these Journal Types” restrictions for that template
will be updated

Note: All other template specific restrictions will either
need to be manually selected for that user, or will need
to be applied through the “Apply Template Changes”
option which will affect all users on that template - refer
to the RiskMan User Templates Guide

3. Modify the Specific Restrictions © as required

4. Press Save User @

General Incident Quality Activity s Feedback
User Profiles (Incident) e
Select User: iayian, Ance (ahards Reae Fagiatry | [ Savatiesr | [ Wemiewr ] [ Dalstatiser
e found,
Onby. register)  Rebuild ‘Select User’ List Now

Start Paga: Entered (ncdants

£ Deieaston ]

ot Delegates S Delegate

estriction Detats Al resirictions in this saction are shared betwmen all modules.)

| Sy ————

4 wha was Affacted?
[—

Modifications: Login Details & Restriction Details

1. Click on the specific Register tab @ and locate the user
2. Modify the Login Details ® as required

e Allfields in the Login Details section can be
changed except for the Username. This cannot be
changed because the username can be linked to
Register Items

e Template changes should be done under the
respective Register or General tab - refer to the
section “Modifications: Template Changes &
Specific Restrictions”

Note: Advise that you do not modify the field settings or
the user permissions as these are controlled by the User
Templates and could potentially be overwritten if the
templates are modified

3. Modify the Restrictions Details © as required

4. Press Save User ®

eedback

(1)
[ General [ incident | Quality Activity F

User Profiles (General)

User Registry | [ sawevser || mewtser | [ Duinteuser

Seluct Usar: Hayden, Anna (shayden) =
2 Users found.

=
mmad B
e e [

Faciity Restriction: Location Restriction:

Spucialty Restristion: Service Restriction:

[ ————————— ESS——
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Modifications: Adding or Modifying a Delegate
for a User

If a Manager is on annual leave or not available to perform
their RiskMan duties for a period of time you can

e Check to see if the Manager has already assigned a
delegate and if not assign a delegate on their behalf; or

* Modify a manager’s delegation if the selected delegate
becomes unavailable e.g. on sick leave

To assign a delegate

1. Locate the user under any Register or the General tab
2. Press the Edit Delegation @ button
3. Press the Add Delegate ® button

4. Search for the delegate using the Filter icon and then
select the user from the Delegate list ©

5. Enter the delegation period @ (End Date should be the
date the user is returning)

6. Press Save ©

it it skmar et Vi e G Lol Mode O

Modifications: Activate a User under a Register

- :
T e )

To modify/delete an existing delegate

1. Locate the User under any Register or the General tab
2. Press the Edit Delegation @ button
3. Double click the Delegate’s Name ® in the list

4. If you wish to modify the details of the delegate, make
any respective changes and press Update ©

5. If you wish to delete the delegation press Delete ®

Quality Activity Feedback

User Profiles (General)

[General | e ]

[ tser Ragistry ][ Savaser Wewser || Delate User

Manage Del; for Hayden, Anne (ahayden)

|
|_Add Delegate |

Edit or select a staf

your Delegate
Delegate

A e e

[Datagation and <
31 May 2012

cepesisic et au/Vhim

2 € Local intranet | Protected Mode: OFf

e T e T NP

Users can be active under some Registers e.g. Incidents &
Feedback but not necessarily active in other Registers e.g.
Risk and Quality Activity. This will depend on how your
system is setup.

All users will be active under the General & Feedback tabs

If a user is not active under a Register, then they can be
activated as follows:

1. Click on the specific Register tab ©® e.g. Risk

USER: System Manager (Manager)

[® O my workspace | management Mm\nl!tlalﬂnﬁepnm Welp | Log out

[ Gencrai L inccen ¥ guoity actaty 1 Risk 1 Feedoock
User Profiles (Risk)

Selact Unar: . User Registry Hew User

Unar Wara Fiter: by Show tsers with o permissions n this registers | Rebuld Suduct tser” sk Mo |

Usar Crasted Aftar Dates Include users with na Permissions in Search:
~ @ Only show active users in searchi

2. Ifthe useris not in the Select User List and the user can
logon to RiskMan, it means that the user has a user
profile in RiskMan, but is not active under that Register

e Enter the user’s first or last name in the User
Name Filter ® field

e Check the “Only Show Users with no permissions
in this register” © option

e  Press the Rebuild Select User List Now @ button

e Sysem Mansger (namager)|

User Profiles (Risk)

Select User: - pre——— ———
o oty Show s with o permsoc@@pisregter: el elec s st o (4)

User Craated Aftar Date: Includs uars with me Parmissicms in Searchs
~ | Only show active users in searchi

3. Select the user from the Select User © list
4. Press Save User @

e A message will display to inform you that the User
is now activated

[® Q[ wy workspaca | Managsmant | Administration | Raports | Help | Log Out USER: Sysiem Manager {Manager]

[ Risk | Feedback
User Profiles (Risk)

This user does not have a record in this Register. Save this page to create one.
‘Default’ configuration loaded, edit as required.

Incident | Quality Activity

5. Ifrequired, modify the User’s Profile as appropriate
e.g. Assign the appropriate template in the Login
Details section and press Save User
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How do | delete a user?

Users can ONLY be deleted from the General tab

Note: In this version, users can also be deleted under the Feedback
tab, however once Feedback is included in the new Register
paradigm, users can then only be deleted under General tab

If you delete a user from any of the Register tabs it will only
de-activate them from that specific Register

If you wish to delete a user who no longer works for your
organisation then prior to deleting the user the following
should be checked

e Does the user have staff reporting to them or they
report to a manager? Check under the Administration -
> Manager Staff -> Staff Hierarchy page and edit under
the Administration -> Manager Staff -> Edit Staff page.
Remove all relationships for that user

e Does the user have an alert assigned to them? Check
under the Administration -> Alert Management page.
Either remove the user from the allocated user list for
that alert and assign a replacement, or delete the alert

To de-activate a user from a Register

(Note: Not applicable to the Feedback Register)

1. Click on the specific Register @ tab e.g. Risk, Incident,
Quality

2. Locate the user. Either
e  Select the user from the Select User ® list; or

e  Enter filter criteria in one of the filter fields ® and
Press “Rebuild ‘Select User’ List Now” @. Select

the user from the Select User ® list
3. Press Delete User ©

4. A message @ will display to let you know that this user
has been deleted from this Register only.

® O My workspace | Man:

USER) System Mansger (Manager)

Arlmmuno Reports | Help | Log out

User Profiles (Risk)
Updates to user David Binns have been saved. 9
— U

uuuuu Oy Shw Usre with ma parmissions in this register:| Rebuild ‘Select Uses” List Now

9 Tnchede users with mo Permissions in Searchi
= Ouly show active users in searchi

This maar's poattion s Hanager -

B . L

]

User Profiles (Risk)
The User Profile 'David Binns' for register Risk has been marked as deleted (not physically deleted),

Select Usen - nar Rage e e
uuuuuuuuuuu

User Created After Dater @ Inchede uzers with no Permissions in Searchi

User Has Organisation” Restriction: + . Only show active users in searchi

To delete a user from RiskMan

Deleting a user from RiskMan can only be done via the
General tab

Note: Deleting a user can also be done from the Feedback tab until
the Feedback User profiles becomes part of the other Register
paradigm in a future release

1. Click on the General © tab

® | Oty Workspace | Management | Admistration | Reports | Help | Log Out USER: Syatem Menager (Mansger]
Quality Activit ek
User Profiles (General) 9
Select Users s, Davia (David nns) e - [ m—— —— Detete Uner
S eas et

[— Davia o Rl Selact thene isk N

ik U Ty Pl | ety S B e

——— = ) Ol S Dotaid e

ercrtsdaersts O incedepeeisd Expied vears m Seacch

e e Eompt Rt - |8 i Dt i i
I S e T oot oo . Wanmger B
DA A SRR L ST, FOEINDS L .. s P A S g AR s A e AR

2. Locate the user. Either
e Select the user from the Select User @ list; or

e  Enter filter criteria in one of the filter fields ® and
Press “Rebuild ‘Select User’ List Now” @. Select
the user from the Select User ® |ist

3. Press Delete User ©

If the user has not used RiskMan they will be deleted from
the database.

® | O My Workspaca | Managemant | Adminstration = Reports | Help | Log Out USER: System Manager (Manager)|

User Profiles (General)

The User Profile 'David Binns' has been deleted.
- uar Ragmtry B inar

[ mebula Select uservist new |
= oy Show Enpirad Usars:
+ . Cinky Show Duluted Usars:
Toclucie Deleted  Expirad Users in Saarch:
+ & Exclue Duleted/Expired Users from suarch:

If the user has used RiskMan then their user profile will be

flagged as deleted and can be restored if required.

# | O| my workspace | management | administration | Reports | Help | Log our

User Profiles (General)

SER: System Manager (Hanager)

The User Profile "anne’ has records in RiskMan.
In order not to lose the historical record, it has been marked as deleted (not physically deleted), and
can be restored if necessary.

‘‘‘‘‘ user Regitry Mo tser
= Rnbuid Satect User Lt Mow

= Ol Shone Expirad sarst

= nly Show eleted users:

Inchude Deleted /Expired Users in Searchi
=5 Exchode DuletadExpired Urars from snarchs
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How do | restore a deleted user?

If a user was been deleted from RiskMan from the General
tab and their User Profile was flagged as deleted, it will
need to be restored under the General tab and then
restored under each of the other Register tabs as required

Note: Users will automatically be activated in the Feedback User
Profile

To restore a user that was flagged as deleted from
RiskMan

1. Click on the General © tab

2. Inthe Filter Criteria section check “Only Show Deleted
Users” ®

3. Press the Rebuild ‘Select User’ List Now © button

e The Select User O list will now show all users who
have been flagged as deleted. Select the user from
this list

Note: It is optional to also include the other filter fields
to locate the deleted users

® | O] gy Workspace | Management | Administration | Reparts | Help | Log out USER: Sysam Manages (tansges

[incdent ¥ Quaity Acwiy 1 Risk | Feedbock |
User Prefiles (General)

Select uner - o User Regstry New Usar
fore e |

s wama ritars 9 [ ombd ‘ainct e’ it |

Riskian User Type Fiter = Coly Show Expired Users:

Uar Bonition Filter: - -n,.-.,..,.n......._,e

Uses Created After Date: Enclude Debeted, Fupired U653 in Searchi

ner Has Campus* Restriction: = Exchude BelstedExpirad Usarsfrom search:

4. Press the Undelete User ® button

# | 3| My Workspace | Management | Admimistration | Reports | Help | Log Out USER: System Manager (Manager)

[ Generai 1 incsent 1 Quaity iy 1 sk Y readoock
User Profiles (General) e

Sebect teer User Registry Mewiser || Undelete User

2 tners faund.
U e Py | Seboitd St Uras” Lint bow |
Rskttan User Type Filter: - ) Oy Show Expared Users:
sar Psitian Fitar: v @ Oy Show Debete sars:
e Crasted AftmeBatme ) InchdeDeiet  Expirnd U i march:
User Has Gampus* Restrictions ~ | Excude Deleted /Expired Users from sesechi

2 13:56)

(This user was deleted on 2
S

i b e g e S A R R A 1

5. The User is now restored ® under the General &
Feedback tabs

e If there are no changes to the user’s profile, it will
not be necessary to press the Save User button

e If you wish to make changes to the user’s profile,
modify as required and press Save User

6. Repeat steps 2 -5 under each Register tab from which
you wish to restore this user e.g. Incidents, Risk,
Quality

® [ O My Workspscs | Managenent | Adminstration | Reports | Help | Log out e —

[ General 1 incient { Qualty Actuity { Rk | Fesioack |

User Profiles (General)

@ user undeleted.
=

wRogictry || Saveuser || Mawucer Datete tsar

= Doy Shaw Exgiced Users:
= 8 Only Show Obetad Lveras

uuuuuu [ Expinnd Usars i Smrchs
= Euchude Deletod Expired Users from ssarch

To reactivate a user under a specific Register

Note: This does not apply to the Feedback Register

1. Click on the specific Register tab e.g. Risk, Incident,
Quality

2. Inthe Filter Criteria section check the “Only Show
Users with no permissions in this register” option

3. Press the Rebuild ‘Select User’ List Now button

e The Select User list will now show all users who do
not have permission to the selected Register

e Select the user from this list

Note: It is optional to also include the other filter fields
to locate the deleted users

4. Press the Undelete User button
5. The User is now activated under the selected Register

e If there are no changes to the user’s profile, it will
not be necessary to press the Save User button

e If you wish to make changes to the user’s profile,
modify as required and press Save User

Modifying the Field & Section Labels/Colours on

a Register Form

The label of a Field or Section Name and the background

colour of a Section can be modified if the following icon
appears in front of the Label

| /é Who Was Affected? |

Entry Required w
J.ifllirsl Name Entry Required w
T Entry Raquired

| 4o sn

Af Incident Involved

Example: Fields on the Incident Entry form

To be able to modify the label of a field or background
colour of a section on a Register form

e The user requires the following Administrative
Permission under the General tab: Can Modify Global
Settings

e Auser profile needs to be open in the respective
Register

1. Click on the respective Register ©® tab

2. Select any user from the Select User @ list

® | Q| my workspace | Management | adminstration | Reports | welp | Log out

[ General [ Incident | Quallty Activity

USER; System Manager (Hanager)

Oy Show Users with na permissions in this registers | Rebuild ‘Select User List Now

Usar Cruated Aftar Data: Tnrhada users with mo Parmissbins in Sasrchi

+ 8 Oty show active wsarsin search:

A Pt g et A e bl A AR i s o i
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To modify a field label

1. Click on the 4 icon @ next to the respective field

Entry Required -
Optional Entry -
L e

A ummary

."/iDetails

Edit Field Titles

This may potentislly contain special HTML formatting, or other cade. Care need be taken when changing such fields, Altering them can 'break’
the entry page. If unsurs, contact RizkMzn
This fisld may also contzin certain valuss like '*GS_SomsNams', Thess refer to Globs| Sattings naming values. Tf unsure, contact RiskMan.
Reporting Titla This iz the valuz dizplayed when selecting and displaying fislds for reparting. This may need to be mors distinet than the Title Test, a2 itwill
220 t0 be selected in isolation e.g. there may be seversl ‘Other’ fields used for different purposes.
AlertTitle  This is the valuz displayed when selecting fields in Alerts. This may need to ba more distinct than the Title Text, as it will nead to be selected
in isolation e.g. there may be several 'Other’ fields used for differnt purposes.

Current Title Text Summary |
Tablename main

Fieldname Description

New Title Text [summary |

New Reporting Title E 3] ]

(Alert Title [Summary e
TitleText  This is the valus displayed 2= the field labal on an entry form

2. Enter the label in the New Title Text ® field (this is the
field on the respective Register form)

3. The new title should be reflective in the Reports and
Alerts, so modify the New Reporting Title ® and Alert
Title ® fields accordingly

4. If your Entry form has more than one label with the
same name, ensure the labels for the Alert Title and
Report Title are such that users are able to distinguish
which Entry form label the field is referring to (refer to
examples below of the “Notify of Associated Incidents”
label on the Risk Entry form)

ireported By Optiona! Entry

Cptanateniny e Sptanal sy

Notify of Associatad Incidants.

#iAccountable Executive

7 N —— Gotionsl Enry Ontionsl Emry =

CARERER!

Optional Entry

Aictosed By

I

Edit Field Titles
| current Title Text Notify of Assaciated Incidents
Tablename RiskReg1
Fieldname RRNotifyLvi1OfAT
New Title Text Moty of Assocated Incidents
New Reporting Title ‘Nutfv Accountable Executive of Associated Incident
Alert Title ‘Nutfy Accountable Executive of Associated Inddent
Title Text This is the value displayed a5 the field Isbel on 3n entry form.

the entry page. If unsure, contact RiskMan.
This field may also contzin certain values like '*GS_someName’, These refer to Global Sertings naming valugs. If unsure, contact RiskMan,
Reporting Title This is the value displayed when selecting and displaying fields for reporting. This may need to be more distinct than the Title Text, as itwill
o be selectad in isolation 2.5, there may be sevaral 'Other’ fields used for different purposes.
Alert Title
in isolstion e.g, there may be several 'Other fields used for differt purpases.

T i v

This may petentizlly contain spacial HTML fermatting, er other code. Care nesd be tzken when changing such fields. Altering them can 'breal

This is the value displayed when selecting fields in Alerts. This may need to be more distinct than the Title Text, as it will need to be selecte

Example: “Notify of Associated Incidents” referring to the
Accountable Executive on the Risk Entry form

el e
Edit Field Titles |
Current Title Text Notify of Associated Incidents
Tablename RiskRegl
Fieldname RRNotifyLvi20fAl
Hew Title Text [Notiy of Associated Incidents ]

New Reporting Title
Alert Title
Title Text

Notify Responsible Manager of Associated Incidents |

[Notify Responsible Manager of Assocated Incidents |

This is the value displayed as the field label on an entry form,

This may potentially contzin special HTML formatting, or other code, Care need be taken when changing such fislds, Altering them can ‘break’
the entry page, If unsure, contact RiskMan,

This field may alse contain certain valuss like '*GS_SomeName'. These refer to Global Settings naming values. If unsure, contact RiskMan.

Reporting Title This is the value displayed when selecting and displaying fislds for reporting. This may need to be more distinct than the Title Text; as i wil
need to be selected in isolation e.g. there may be several 'Other' fields used for different purposes.

Alest Title  This is the value displayed when selecting fields in Alerts. This may need to be more distinct than the Title Text, as it will need to be selected
inisolstion e.g. there may be seversl 'Other’ fields used for differnt purposes.

Example: “Notify of Associated Incidents” referring to the
Responsible Manager on the Risk Entry form

6. If afield label is determined by the Global Settings e.g.
Site, Location, Program; the Title Text, Report Title and
Alert Title will be displayed in a similar way to that in

the example below of the “Site” field

Edit Field Titles

Current Title Text ~GS_SfteName
Tablename main
Fieldname Site

New Title Text |*as_steniame |

New Reporting Title
Alert Title

Title Text

[*Gs_stetiame |
|*Gs_steniame | |2

This s the value displayed 25 the fisld label on 2n snery form

This may potentially contsin tpacial HTML formatting, or other code, Care need be tsken when changing such fields. Altsring tham can ‘bresk’

the entry page. If unsure, contact RiskMan

This fild may alzo contzin certain valuss like ""GS_SemeName'. These rafer to Global Settings naming valuss, IFunsure, contact RizkMan

Reporting Title This is the value displayed nhen selecting and displaying fields for reporting, This may need to be mare distinet than the Title Text, o5 it wil
nasd to b selectad in isolation =.g. there may be several 'Other fislds used for difierent purposes.

This iz the valus dizplayed whan sslzcting Relds in Alsres, This may need ts ba mors distinct than the Title Text, 2 it will need to be sslectad

in isolation &.5. there may be several ‘Other' filds used for differnt purposes.

I

Alart Title

7. If you make a change to any of these labels, it will only
affect the label on that Register Entry form and will NO
LONGER obey the Global Settings label. An example
where this may be useful

Global Settings = Site where Incident Occurred

This would be useful on the Incident Entry form but not
on the Risk Register, Feedback Entry or Quality Activity
form. You might want to call this field

e Site of Risk in the Risk Register
Site on the Quality Activity form
e Site where Feedback is initiated in Feedback*

8. Press Save when complete

*Note: Editing fields for the Feedback Entry form can only be done
via the Feedback Global Settings. Select Administration ->
Configuration -> Feedback Global Settings and click on the
Naming Conventions tab. Some of the field labels are editable
directly under this tab and the rest are editable by clicking on the
Open Editor button (refer to example below). Ensure you change
the respective Alert and Report label if you change the Form Label

# | | My workspace | management | administration | Reports | Help | Log out usEi:sw-“».n-qn[».n-un‘

Save Changen

\ncidents[ FEebEckE|
Global Settings (Feedback)

pre—— rre— [y S— Scheduted Joba. [ ———— et

Naming Conventions

Open Editar

Gate of Qucharge

3, What name 9 wss for Consumer "Cantact Status"? cans, stfus

4. What mame b wse for Complainant "Comtact Status™ come. shtus
Hota Choos & e

o select the Consumes “Contact Status’ from the
Campi [ . b st

5. What question 1o use fior Complamant " Ret on behall” permsion?

7. Wrhat marme to wve for “ate of First Farmal Response™?

. What name to wse for "utcome™?

5. What name s wse for "Outcome Notes"?

Currant RiskMan Databasa Versioa: 1206000931
Currant Faaturs Key: 128

Field Label Editor

This page allows you to change the labels for Feedback fields in RiskMan.

1. To edit 5 field label, click the |abel in the column, Form Label, Repert Label or Alert Label. It vill become editable.
2. Make sure to tick "Save Changes” before dlicking the "Close” buttan at the bottom of this page.

Drag a column header here to group by that column.

Type Location Field Name Form Label Report Label |Alert Label
Button Actions CompleteAction  [Action Completed

Button Actions AddAction Add Action

Button Actions CancelAction Cancel

Button Actions Actionlournal Journal Actioned

Button Actions SaveAction Save

Button Complainant COMP_PMIContact |Fetch
W‘mﬁp-—'—‘“—\.sﬂ"“w J S B
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To modify a Section Title/Colour or Background Colour

s
1. Click on the “ icon @ next to the Section Title

Dont Display

Entry Required -
Dont Display

otification Date b
Diont Display -
= =

B e

e "

2. Modify the label in the Current Section Title @ field
(this is the field on the respective Register form)

Note: If the title starts with *GS_ it means that the label is
coming from the Naming Conventions in the Global Settings.
If the label is changed it will not be affected by future Global
Setting changes and will only affect that Register

Edit Field Titles B
*GS_DatesSectionName

Current Section Title

New Section Title |65 _patessectionniame 6
Background Colour =397788

Choose Background Cobur | (€) - L
Text Colour i

choose Tex obur | @)

Section Title The value display=d for the 'Sectio,
Background Colour The
Foregraund Colour The

mos

< i ]

3. To change the background colour and text colour of
the section click on the respective Choose Background
Colour © or Choose Text Colour ® buttons and a
colour picker will display. Select your colour. If you
want the colours to be the same as another section,
copy the respective Colour code e.g. #997788 from one
section to the other

Note: If you want Black text enter the colour code #000000.
Be careful with choosing colours. Make sure they complement
each other. If you need assistance with colour matching
please contact RiskMan Support - support@riskman.net.au

4. Press Save when complete

P P LR

- = . T Tl e e e T L e e =,
Ilé Dates | h
A;Anhissinn Date Dont Display
A;m Date Entry Required «
zﬂuﬂiﬁcalinn Date Dont Display
fiDate Closed Dont Display 1

N g ek s tbotht I et o SRS ol
Example: “Dates” section after changing the text and background
colours

How can | view a summary listing of all the users
in RiskMan?

The “User Registry” page provides you with a summary list
of all registered users in your RiskMan. Depending on any
Entry/Update restrictions you have in your User Profile, you
will only be able to view users that match your restrictions

To access the User Registry page either

1. Click on the User Registry button at the top of any of
the User Profiles pages or select Administration -> User
Permissions -> User Registry from the menu

® | Q| my workspace | Management | Admwistration | Reports | Melp | Log Out

User Profiles (!
B Sava liser e Usar Delete User

[ mabuikd Select Usas' List How

USER: System Manager (Manager)

) Onky Show Expired Users:
) Gnky Show Dulated tsars:

Tachude Dalated/Expired Usars n Sesrch:
@ Exclude Deletad  Expired Users fram searchi

T e o o e ATt gl i g M A g e B et

The list of users you have permission to view (this could be
all users or users matching your Entry/Update Restriction
Details) will be listed. These users may be grouped by a
column (depending on the last time you visited this page)
or ungrouped

User Registry

P | Somnn

B e B g ot ¥ s S it

g Bl Gl 0 Ll

pErEEE§qT

UL

Display Option Definitions

e Show Columns: Uncheck the columns that you do not
want displayed in your list. Some columns will always
display and therefore will not be an option to hide

e Display: Select the type of users that you wish to
display in your list ie. Deleted Users, Expired Users,
Active Users

e  Expand: Click this button if you wish to view all the
users in your list if the list is collapsed. Alternatively if
you only wish to expand a specific group of users, click
on the [t button next to the collapsed group of users

e  Collapse: Click this button if you wish to collapse an
expanded list of users that have been grouped.
Alternatively if you only wish to collapse a specific
group of users click on the [ button next to the
expanded group of users

e To export your list to Excel™ click on the Export button
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User List
The following is a list of options available in the User List

e Username link: If you click on the username it will
direct you to the User profiles page. This is useful if you
wish to make an alteration to a specific user profile e.g.
correct an email address, delete (from the General tab)
the user as they are no longer employed, change the
user’s template in one or more Registers

To then return to your User Registry page, click on the
User Registry button at the top of any of the User
Profile tabbed sections

e Email Address Link: If you wish to send an email to a
particular user, click on the user’s respective email
address link. An email will open with the email address
auto-populated ready for you to send an email

Suggested Groupings for your User Profile List

The list of users can be grouped by any of the column
headings — refer to examples below

1. Templates —Indicates the General or Register specific
Template a user is assigned to.

User Registry

[ T WL N | Wt | Frmin
7] g - | =l ® -7 - |

FETERE

oo

OO aoeng .

Example: Users grouped by their assigned General Template

User Registry

Example: Users grouped by their assigned Feedback Template.

2.  Email Domain — Checks that users have entered the

3.

correct domain for their email address (the details
after the “@” symbol e.g. @riskman.net.au) and
highlights to you if users have entered an email
address outside your organisations domain e.g.
@hotmail.com or entered an incorrect domain for your
organisation

2’ User Name

| |7
|| Medibank

RiskMan User

Line Manager

Manager

=] domain: @cpl.com.au
| lhaupt

-] domain: @riskman.net
| lauraf

=]  domain: @riskman.net.au
Anne Hayden

Simon

chrissyn

Scott Esler

anneh

Lauren

default

=] domain: @softwaredesign.com.au
| Brett

=] domain: @tect.com
| tuser

Display Name — Checks to see if a user has more than
one logon in RiskMan

© ser e %Emﬁlmm Rale
\ il @
(=) User Display Name: Anne Hayden
Anne Hayden
Trainer Acting Charge Nurse

(=) User Display Name: Arti Nazareth
| Trainee 8

(=] User Display Name: Default User
| defauit

(=] User Display Name: Dhirzj D
| Dhiraj CED

Acting Chargs Nurse

Acting Charge Nurse

(=] User Display Name: Esler, Scort D.
| Scott Esler
(=) User Display Name: Executive

| Executive
|- WUser Display Name: Faulkner, Laura

| lauraf Priest

|- WUser Display Name: Femnandez, Bret

| Brett Dactor - Consultant

How do | assign staff to Managers?

Refer to the RiskMan Manager/Staff Relationships Guide
accessible via the menu Help -> Reference Guides
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